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Background

% Space radiation environment

Galactic cosmic rays
(H, He--Fe-nuclei.....)—_

» Complex (wide range of sources and energies)

N
> Dynamic (variable radiation intensity) e - é’

S LLarge solar
proton flares

 Radiation sources in space
» Trapped in planetary magnetospheres

Van Allen belts for Earth e NN J &
Earth ‘4-4‘<‘ ‘
> Galactic Cosmic Rays (GCRs) . | Geomagnetically trapped

+ radiation
(protons, electrons)

From deep space s i

[Illustration from https://www.nasa.gov]

> Solar Particle Events (SPEs)

Solar flares and coronal mass ejections
from the Sun
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Background

% Space radiation environment

Potential Shock
Enhancement

—

» Complex (wide range of sources and energies)
Start of

» Dynamic (variable radiation intensity)
Event Increase

Onset

 Radiation sources in space
» Trapped in planetary magnetospheres

Van Allen belts for Earth A
F’rogzlg:;;tlon Passes
Observer

Time From

> Galactic Cosmic Rays (GCRs)
Start To Max

From deep space

Relative
Flux
1l
4

Time —J—

During SPEs, the particle flux in space may increase by 2 — 6

> Solar Particle Events (SPEs)
orders of magnitude during a period of several hours or days

Solar flares and coronal mass ejections
from the Sun
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Background

% Single Event Effects (SEEs)
» Major reliability threat for Integrated Circuits (ICs)

Radiation environment

used in space applications 1
» Caused by a single energetic particle (e.g. proton, Particle-matter
neutron, heavy ion) '“teitm“
> Soft SEEs: temporary impact (data loss) Charge collection and _ ﬂ
> Hard SEEs: permanent physical damage 5z il Vel E L |
|
» Soft SEEs are critical for nano-scale ICs: 1 S
] . ) Soft or hard SEE on cell besas }fﬁf'} ot
Single Event Transients (SETs) — voltage glitches level /ﬁr (e
in combinational logic ‘ |
Single Event Upsets (SEUs) — bit flips in memory Erroneous response of
the system

and sequential logic
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Background

+* Design phase: Design Space Exploration (DSE)
» Technology selection

» Hardware, software, system domain

%* Operation phase: run-time reconfiguration
» Sensor network: radiation, aging, temperature, etc.

» Reconfigurable operation modes
Design Operation

Phase + Phase
4

% -faults - - 't L;,.:':L.,~ = "t‘a,‘
.. = ,.."',... ....n-r & - v
‘radiation effect - e E e - -

Cross-layer faults propagation across abstraction layers of a computing system. During the propagation, different masking
effects may block the propagation of the fault, thus reducing the impact on the system’s reliability.
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Goal: Self-adaptive platform
«* Dynamically select the optimal operation modes under variable environments & user
requirements during run-time, achieve the dynamic trade-off between reliability, performance
and power consumption in real-time

Self-Adaptive Fault Resilience System 1. When to optimize the system?

)
External SEU Detection & Detected Data . . .
» Radiation Monitor
#SRAM " Management predicted Optimal User/Tasks
6 Manftor Network P Mode Selection Requirements >  Solar Condition Prediction
== Solar Condition I
- Internal Predictor Reliability . . 5
SRAM 1 Operton e o 2. How to optimize the system?
# faults

-radiation effect

Reconfigurable Application Mechanisms in Different Layers

bt B 2 _“‘w‘é* -

System Failures

Overview of the proposed self-adaptive platform

» Optimal mode selection of existing

reconfigurable mechanisms
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a Single Event Upset (SEU) Monitor
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Motivation of SEU Monitor @

% Limitations of state-of-the-art SEU monitors (e.g. memory-based, pixel detectors)

» Stand-alone monitors increases the overall cost, area and power consumption
Size of the monitors are limited

» Stand-alone monitors could not be realized in the same technology as target system
Data processing more challenging

*+» Focus of this work

> Non-standalone SEU monitor, integrating the SRAM-based SEU monitor and data
storage functions in the same SRAM chip

> Permanent faults detection in memory

> Easy to implement in embedded systems

www.ihp-microelectronics.com | e';cs*rﬁ.f.f ject 1



Implementation of the SEU monitor

B On-chip data storage (SRAM) is used also as a particle detector

» Negligible area and power overhead compared to stand-alone SRAM
detectors

B Same operating principles as standalone SRAM detectors
» Number of SEUs in a given time interval (once per hour) is measured

» Standard scrubbing and EDAC procedures used to correct single errors

B Additional function

» Detection of permanent errors in SRAM

» Avoid faults over-counting

www.ihp-microelectronics.com | eljcsyr 12



Implementation of the SEU monitor @

% 20 Mbit embedded SRAM as a particle detector

To/From
< Control Unit: dedicated faults | o ( Controfiimt <:> 1512"“:“ +» 16 Mbit SRAM:
detection control flow (s monitor ) store normal data
|
A § ¢ -[_]m
Scrubbl 512K * 8
<:> Module | > +* Scrubbing:
@ | 512K * 8 | scrub memory
words during
551;:(: 8 fault checking
deme \ J/
¢ Error Detection And
Correction (EDAC): Coding N/
approaches to protect & 4 Mbit SRAM: store the 7-bit EDAC
memory contents, such as check bits of each memory word
(39,32) HSIAO SEC-DED

www.ihp-microelectronics.com | eljcsyr 13



Implementation of the SEU monitor

«* Error detection and correction flow

» Scrubbing procedure reads all memory words
to detect errors

» Re-scrubbing the memory word when a new
error is detected

Scrubbing one

memory word

Move to next

. . . . . memory word

> Single bit error is corrected in the 15t scrubbing

round
> is d ined i h nd bbi Recorded in

Error type is determined in the 2"? scrubbing register file?

round: single, double or permanent faults
» Error address is logged in register file

Rescrubbing to identify
> One scrubbing cycles takes around 50 ms i Gl (7 Sl B @
double bit upset)
www.ihp-microelectronics.com | elicsif 14



‘Analysis and results of SEU Monitor @

B Synthesis results for 20Mbit SRAM

Area and power dissipation comparison between
20Mbit SRAM and ‘Non-SRAM’ part

Parameter Value

Technology (um) 0.13 20 Mbit SRAM Non-SRAM part
Area (mm?) 13.9(99.3 %) 0.0957 (0.7%)
Supply Voltage (V) 1.2 _
Power consumption (mW) | 383 (99.9%) 0.211(0.1%)
Frequency (MHz) 50
Total area (mm?) 14 Area and power dissipation comparison in the
o ‘Non-SRAM'’ part
Total ROMER dISSIpatlon (mW) 384 SEU Monitor EDAC + Scrubbing +
. , Control Unit
Non-SRAM'’ part* area (mm?) 0.0957
Area (um?) 95739 (84 %) 18706 (16%)
‘Non-SRAM’ part power (mW) 0.211 Power consumption (mW) | 0.211 (80%) 0.054 (20%)

*: ‘Non-SRAM’ part contains control unit, SEU monitor,
EDAC and scrubbing module

www.ihp-microelectronics.com | eljcsyr 15
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B Solar Condition Prediction
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Solar Condition Prediction

*  Proposed SEU monitor can provide the in-flight real-time SEU rate
¢ Available public historical space particle flux databases from previous space missions

» Numerous machine learning models

% Target: Prediction of in-flight SRAM SEUs and SPEs from an on-board SEU monitor

* Two phases with four main blocks:

Online I Offline
4 i N ! Solar Conditi i
Real-time SEU olar Condition Analysis
Measurement : [ Historical solar events ]

Radiation test —
[ Proton flux ] Heavy-ion flux
(e.g. GOES) (e.g. ACE-SIS)
SRAM’s SEU
cross section \
[ Energy Spectra ]

parameters for
Heavy-ion & Reconstruction

Proton v
: SER estimate
l In-flight SEUs ] ] /
\— * / (e.g. CREI\_/|E96 tool)
.
~

- A 4
Model Training ( Pre-Processing  J———

[ Hardware ] P
Accelerator | ] Training Machine learning
{ results models )
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Historical Events Analysis

+ Target: obtain the historical in-flight target SRAM SEU rates from real historical SPE flux data

+» Output: Hourly Soft Error Rate (SEU rate) data of the target SRAM during the selected SPEs

R/

*%* Four main steps:

Online I Offline
4 . N | — )
Real-time SEU Solar Condition Analysis
Measurement : [ Historical solar events ]

—
adiation test [ Proton flux ] Heavy-ion flux
(e.g. GOES) (e.g. ACE-SIS)
SRAM'’s SEU
cross section \

[ Energy Spectra ]

parameters for
Heavy-ion & Reconstruction

Proton v
l In-flight SEUs ] SER estimate
(e.g. CREME96 tool)
N | .
v v \
[ Hardware I ( Model Training
Accelerator Machine learning
; I L models )
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Historical Events Analysis

+» Target: obtain the historical in-flight target SRAM SEU rates from real historical SPE flux data

«»  Output: Hourly Soft Error Rate (SEU rate) data of the target SRAM during the selected SPEs

% Four main steps:

1)  Collection of historical solar events flux data;

: Proton data

i Fisx Do oo SPE i M

—— Proton:> 1 MeV

@ :[He, C, N, O, Ne, Na, Ma, Al, Si, S, Ar, Ca, Fe, Ni] ion data

Collected all 36 SPEs flux data (over 5000 hours) occurred in
Solar Cycle 24 (2008 2019)

P et e P |
Online Offline = T e - " M, . Il
| & —— Proton:> 60 MeV T e ] “‘ | N L ’
/ \ I . K :‘ 107 Proton:> 100 MeV | o/ - ‘;_-.\ﬁ"‘“ My ot A o]
Real-time SEU Solar Condition Analysis < -~
Measurement : [ Historical solar events ] = i i f
S 00 A
= fr T S —]
At = = £ e .
I Radiation test Proton flux ] Heavy-ion flux L it/ o T
(e.g. GOES) (e.g. ACE-SIS) E R N
! SRAM'SSEU )
' Cross sectlon Vs ‘/ Mar06 00:00 SPE Start Mar08 11:00 Mar09 17:00 Marl0 23:00
I'|| parameters for Energy Spectra o [
| Heavy-ion & Reconstruction E A0 |t e.25 a1dg
1 [\ proton v G | B
: 4 e
i In- fllght SEUs ] ! : siigi;'gzte ) ] / 2
e.g. too | J
< —/ ! g CREN 5 .. i | LR
Hardvvvare | del Traini Y ) ng f‘d MM '“ ’W
[ viodel Training E“"“ bl o4 ol Vi d 'hm AN /M”!W i NMWTW T( ”’WN‘
Accelerator Machine learning = o ] AR I P
1 3
{ L] mOdeIs ) u-Maroé 00:00 SPE Start Mar08 11:00 Mar09 17:00 Marl0 23:00
www.ihp-microelectronics.com | e';cs*rproject [ 19



Historical Events Analysis

<  Target: obtain the historical in-flight target SRAM SEU rates from real historical SPE flux data

% Output: Hourly Soft Error Rate (SEU rate) data of the target SRAM during the selected SPEs

: o2
% Four main steps: .

Issues of flux data obtained from online databases:
» Data gaps
2) SPE energy spectra reconstruction; > Low energy range

» Incomplete ion type measurements

1)  Collection of historical solar events flux data;

10°
R ACE-SIS Carbon Reconstruction 10°
Online | Offline o 5261550 O
( Real-time SEU \ ! Solar Condition Analysis 0
- € S
Measurement : [ Historical solar events ] 8 E 207
v
/\ g 5
Radiation test - s "
Proton flux Heavy-ion flux v 02 o~
| = <
(e.g. GOES) (e.g. ACE-SIS) a E
| SRAM'’s SEU N § 1
1 cross section < < =
Energy Spectra E 3
| parameters for gy >p = -
I Heavy-ion & Reconstruction 3 §
'S
I Proton v 5 £ w
. 5 aree >
l In-flight SEUs ] | SER estimate _; 107 g —-= Fit Process
I (e.g. CREME96 tool) 2 I Proton CREME96 WW -\
N [ | I ¥ —-= Fit Process —— Proton CREME96 WD )
v | v \ Carbon CEMESS Ww » Proton CREME9G PSM
.. 1074 — arbon
Hardware ( Model Training i bar, CREMEDE BEN ¥ Low Energy Channels
Accelerator Machine learning [] ACE-SIS Hourly Carbon Flux O HEPAD Channels
{ ! L models 10° 10! 102 100 10° 10° 10° 10°
" J Energy(MeV) Energy(MeV)

CIHELUVE LC1 {MEV-LIIT 2/INY)
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Historical Events Analysis >

<  Target: obtain the historical in-flight target SRAM SEU rates from real historical SPE flux data
*+  Output: Hourly Soft Error Rate (SEU rate) data of the target SRAM during the selected SPEs

% Four main steps:

1)  Collection of historical solar events flux data; % SRAM: 65 nm COTS SRAM in bulk technology from Cypress
Weibull fit for heavy-ion and proton cross-section for the
target SRAM from radiation tests

2) SPE energy spectra reconstruction; o

3) Target SRAM cross-section parameters;

2o Proton Induced SEU Cross-Section —

5
Online I Offline :;
( Real-time SEU \ ! Solar Condition Analysis < 10-1 /
- a B on-set : 3 Mev
Measurement : [ Historical solar events ] & width - 502 Mev
- Exponent 0.95
_ /\ - J—— Limiting CS - 1.97#10~-13 cm ~2/bit
Radiation test Proton flux Heavy-ion flux 5
| ] - :
I __(e.g. GOES) (e.g. ACE-SIS) & axro
SRAM’s SEU " 5 10 15 20 25 3
I cross section - Proton Energy (MeV)
| parameters for Energy Spectra o
I Heavy—ion & L Reconstruction g —— Heavy Ionrduced SEU Cross-Section
1 Proton J v t
I s
et 1 SER estimate g
\[ L Lo e ] (e.g. CREME6 tool) gloer
N | | | -8 2 On-set 1.04 Mev-cm”~2/mg
v 1 =5 P \évidth . : 2134537 MeV-cm~ 2/mg
v \ E XD.UFIEI'I : E R R
[ Hardware 1 ( Model Training g / Limiting CS : 7.9#10"-8 cm~2
5
Accelerator ] 1 Machine learning g 10 K I N A R
* I L models 0 10 20 30 40 50 60 70
. J Effective LET (MeV-cm~2/mg)
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Historical Events Analysis

<  Target: obtain the historical in-flight target SRAM SEU rates from real historical SPE flux data
% Output: Hourly Soft Error Rate (SEU rate) data of the target SRAM during the selected SPEs

»  Four main steps:

7

% CREMEY6: widely used suites for evaluating the in-orbit soft error rate

1)  Collection of historical solar events flux data;
for space applications

2) SPE energy spectra reconstruction;

Proton:> 1 MeV

Proton Induced Hourly Soft Error Rate

3)  Target SRAM cross-section parameters; By |lage s
,; Proton:> 30 MeV =

4)  Hourly SRAM SER estimation. 3 10 i koo %
‘-é VPromn > 100 Mev _— :

a = <
Online | Offline A e i /SN S e ois S
210°* - - — E

P . 100,82

[ Real-time SEU \ : Solar Condition Analysis ‘g ot g ety T = ¢ g
Measurement I [ Historical solar events ] D ety - a
/\ V) -6 P isevmdaispmmphro \*—\““N\, 10-2 %

rone- AR ey E

Radiation test - S 4 =

Proton flux Heavy-ion flux ! Y ] ]
I (e g GOES) ( ACE S|S) Mar06 00:00 SPE Start Mar08 11:00 Mar09 17:00 Marl0 23:00
.g. e.g. -
! SRAM'’s SEU = Heavy lon Induced Hourly Soft Error Rate e ”“}'“"‘ ;-9’;“56;13"';9: ‘:":"*‘ : =
. 1 Helium -4 eV channel 1 2

I cross section ‘ syt | E

1 parameters for Energy Spectra 10| iron 1585215 Mev channet [10* 0

1 Heavy—ion & Reconstruction kel Iron 70.23-117.53 MeV channel 2

= 100 o

Proton v 2 W ]

I B 104{(\‘

. - |

i In-fllght SEUs ] | SER estimate g wmw E
\— / | (e.g. CREME96 tool) 3 ﬁ" ‘W ‘ wﬁ
] 107%4 N ‘)': ]

+ | y 5 U
Hardware I Model Training D[ “‘W hm"]h ‘MN "\"MW gt 20-+ 5
Accelerat = - w0 1077 LR *FWM’ g
ccelerator Machine learning ; b i -
{ ! L models ‘ =

" J Mar06 00:00 SPE Start Mar08 11:00 Mar09 17:00 Marl0 23:00
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Model Training

«»  Target: obtain a machine learning model which is able to predict SEUs 1 h in advance

*»  Using several consecutive past hourly SEU data to predict the following hour SEU

o,

«»  Three main steps:

Offline

Online I
( Real-time SEU \ :
Measurement I

Solar Condition Analysis

[ Historical solar events ]

/\

Radiation test

Proton flux ] Heavy-ion flux

: STYVAT [ (e.g. GOES) (e.g. ACE-SIS)
S

I cross section
| parameters for Energy Spectra
| Heavy-ion & Reconstruction
1 Proton v

l In-flight SEUs ] I SER estimate

\— : ~/ 1 (e.g. CREMES6 tool) /
I .

v

-
A 4 )

Pre-Processing J———

[ Hardware 1 ( Model Training
Acceleiatol Training Machine learning
; L results models )
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Model Trainin
g &
«»  Target: obtain a machine learning model which is able to predict SEUs 1 h in advance
*»  Using several consecutive past hourly SEU data to predict the following hour SEU
«*  Three main steps:
. - %+ Convert the SER data (SEU/bit/day) from CREME96 tool to SEUs
1 Pre-processing of the Test and Training Data Set . .
) P g g in one hour (SEU/hour), depends on the size of target SRAM
< Normalize the input data to the range of (0, 1)
Online I Offline
( Real-time SEU \ : Solar Condition Analysis
Measurement I [ Historical solar events ]
Radiation test —
I [ Proton flux ] Heavy-ion flux
(e.g. GOES) (e.g. ACE-SIS)
| SRAM's SEU
I cross section
1 parameters for Energy Spectra
| Heavy-ion & Reconstruction N "
| Proton v Event Datetime SER Upsets Normalized Upsets 4h 3h 2h 4h 0h
l In-flight SEUs ] : \—b[ ( Siiz;zll?;afstte ) ] / 2010augld 2010-08-14 05:00:00 6570279e-07  60.0 0.000458 0.000431 0.000465 0.000450 0.000450 0.000458
e.g. 00
NS ; / I x 2010augl4 2010-08-14 060000 67772858-07  61.0 0.000465 0000465 0000450 0000450 0000458 0000465
4 ™ 08- J
[ Hardware I ( Model Training PreProcessing ) 2010augl4 2010-08-14 070000 7.164588e-07  58.0 0.000443 0000450 0.000450 0.000458 0000465 0000443
Accelerator D Training Machine learning 2010augl4 2010-08-14 080000 5650890e-07  59.0 0.000450 0000450 0000458 0000455 0000443 0000450
* L results models ) 2010augl4 2010-08-14 090000 6858362e-07  57.0 0.000435 0000458 0.000465 0000443 0000450 0000435

www.ihp-microelectronics.com |
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Model Training

«»  Target: obtain a machine learning model which is able to predict SEUs 1 h in advance

*»  Using several consecutive past hourly SEU data to predict the following hour SEU

«»  Three main steps:

1)  Pre-processing of the Test and Training Data Set

2)  Model Training

3)  Model evailation and comparison

Online

Offline

( Real-time SEU \

Measurement

Radiation test

Solar Condition Analysis

[ Historical solar events ]

/\

Heavy-ion flux

o

g

Five regression model:

1)
2)
3)
4)

5)

Linear regression (Linear Least Squares)
Decision Tree
K-Nearest Neighbors

Multi-Layer Perceptron Neural Network

Recurrent Neural Network (RNN) with Long Short-Term Memory (LSTM)

Hyperparameters : A random search method combined with a grid search

Model evaluation: MAE, MAX, RMSE, R?

y=M(x) ®pM?

I [ Proton flux ]
I (e.g. GOES) (e.g. ACE-SIS)
SRAM'’s SEU
I cross section X y
| parameters for Energy Spectra 1
| Heavy-ion & Reconstruction " 7 N f \ T
1 Froton v Event Datetime SER Upsets Normalized Upsets 4h 3h 2h Ah Oh
i In-flight SEUs ] | SER estimate 2010augld 2010-08-14 05:00:00 657027907  60.0 0.000458 0.000431 0.000465 0.000450 0.000450 0.000458
/ I (e.g. CREME96 tool)
NS ; | x 2010augld 2010-08-14 06:00:00 6777285607 610 0.000465 0000465 0.000450 0.000450 0000458 0.000465
o
v Y\ | 2010augtd 2010-08-14 07:00:00 7.164588¢-07 580 0.000443 0000450 0.000450 0.000458 0.000465 0.000443
[ Hardware p | ( Model Training Pre-Processing  }—— !
Accelerator Training Machine learning 2010augtd 2010-08-14 08:00:00 5650890607  59.0 0.000450 0.000450 0.000458 0.000465 0000443 0.000450
; L results e 2010augld 2010-08-14 03:00:00 6.858362¢-07  57.0 0.000435 0000458 0.000465 0.000443 0000450 0.000435
. J
25
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Model Training

«»  Target: obtain a machine learning model which is able to predict SEUs 1 h in advance

% Using several consecutive past hourly SEU data to predict the following hour SEU

% Three main steps: 100 1 N —— Linear Least Squares
098 - RANM w/ LSTM
1)  Pre-processing of the Test and Training Data Set 096 |
2)  Model Training o 094
3)  Model evailation and comparison 0921
0.90 V7
Online I Offline 0.88 v
" ] 5 10 15 20 3
( A \ : Solar Condition Analysis History Data Length m,
Measurement I [ Historical solar events ]
— .
| Radiation test [ Proton flux ] Heavy-ion flux 2200 —— Linear Least Squares
I — (e.g. GOES) (e.g. ACE-SIS) - RNN w/ LSTM
S
| cross section
| parameters for Energy Spectra % T A\
I Heavy-ion & Reconstruction E 1600 \
1 Proton v \
. 1400 \
i In-flight SEUs ] 1 SER estimate
\— I ) I (e.g. CREME96 tool) / 1200
L 2 1 ¥ N 5 10 15 2 %
[ Hardware | ( Model Training Pre-Processing  J——— History Data Length s
Accelerator Training Machine learning
{ L results models
. J
| 26
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Model Training

«»  Target: obtain a machine learning model which is able to predict SEUs 1 h in advance

% Three main steps:

*»  Using several consecutive past hourly SEU data to predict the following hour SEU

1)  Pre-processing of the Test and Training Data Set

2)  Model Training

3)  Model evailation and comparison

Online

Offline

( Real-time SEU \

Measurement

Solar Condition Analysis

[ Historical solar events ]

i In-flight SEUs

/\

Radiation test

[ Proton flux ] Heavy-ion flux
(e.g. GOES) (e.g. ACE-SIS)
SRAM’s SEU
cross section
parameters for Energy Spectra
Heavy-ion & Reconstruction
Proton v

—

(e.g. CREME96 tool)

SER estimate

N I
v ¥ N
[ Hardware | ( Model Training Pre-Processing )
Accelerator w Machine learning ]4_
{ ! L results models )

SER (upsets/bit/day)

SER (upsets/bit/day)

0.0014
0.0012 4 ~&— Actual SER
—&— Predicted SER
0.0010 -
0.0008 - L
Using Linear
0.0006 | Regression Model
0.0004 -
0.0002 -
0.0000
0 5'0 1 (')0 1 50 260 2 go 300
0.0014
0.0012- [—=—Actual SER |
= = SER|
0.0010 - . .
0.0008 -
0.0006 4
0.0004 - Using RNN with
0.00024 LSTM Model
0.0000
0 50 100 150 280 - 0
Time (h)

Prediction over a SPE from 2011-01-19 to 2011-02-01
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Hardware Accelerator

* Target: implement the linear regression model with an ultra-low cost

¢ Hourly SEU data from monitor, coefs from training model

+* Accumulator: multiplication operation through successive additions

** Improves area usage and power consumption by slowing down the
calculation process

Online

f Real-time SEU \

Measurement

Offline

[ CsRAM )

Raﬂlatlon test

/ Solar Condition Analysis

[ Hlstorlcalsolar events ]

-+

DAC,
Scrubbing, etc.

-

SEU Monitor

Hardware
Accelerator

4 SRAM s SEU

parameters for
Heavy-ion &
Proton

¥ 4
Proton flux Heavy-ion flux
(e.g. GOES) (e.g. ACE-SIS)

—

.

P

cross section [

Energy Spectra
Reconstructlon

A

SER estlmate
(e.g. CREIVI E96 tool) j

Model Training

~

Training
results

[ Pre Processing
Machine learning
models
J
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Hardware Accelerator

+» Target: implement the linear regression model with an ultra-low cost
»  Hourly SEU data from monitor, coefs from training model
+* Accumulator: multiplication operation through successive additions

¢ Improves area usage and power consumption by slowing down the
calculation process

Machine Learning mode| j=pe| Trained Results

Offline L | L __ F========-=---
Online i
/C ___f J[ Control logic ] \ Example: SEUp oy = 41x1 + 3x2 + (—38)x3 + 33x4 +
oef i
. 0 — 3x5 4+ (—29)x6 + 26x7 + (—1)x8 + (—22)x9 + 21x10 +
- a1, | (=D)x11 + (—=15)x12 + 13x13 + (=1)x14 + (=7)x15 +
T 6x16 + (—2)x17
t . . Register
: Xy
X3 |Aocumulato¢ o, 1 i
. . t * Atotal of 262 clock cycles is needed for one calculation
- ’—-| Right Shifter I

X o . .
| \ | Hardware Accalerator / % 5.24 us when working frequency is 50 MHz
|

| Future SEU
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Synthesis Results of Hardware Accelerator

R/

** Proposed design is general and can be implemented in different technologies

¢ InIHP’s 130 nm bulk CMOS library with 1.2 V supply voltage, and 50 MHz

20 Mbit SRAM
SEU Monitor 0.0957 0.211
Hardware Accelerator 0.642 3.23

Compared with 20 Mbit SRAM, the induced power and area consumption of proposed
hardware accelerator are only 0.8% & 4.5%, respectively
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Outline

: Optimal Mode Selection in Reconfigurable System
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Self-adaptive Platform

G

% Proposed designs are intended to be used
multiprocessing systems:

» Multiprocessing system:
Inherent hardware redundancy
Available reconfigurable mechanisms:
Core-level N-Module Redundancy (NMR)
Adaptive Voltage Frequency Scaling

Dynamic task scheduling

> Reliability requirements:

Safety Integrity Level (SIL) standard
» Pre-defined reliability tables:

Collect from reliability functions of modes

External
WSRAM

SE

# faults
:radiation effect

SEU Monitor '—SEU Rate

SEU Rate

Detected l

Detected Data

Self-Adaptive Fault Resilience System

SEU Detection &
Management
jonitor

Twor

ﬂ;rnal
- SRAM

Predicted
Data

Solar Condition

[

Mode Selection

Optimal

Predictor
Operation Mode

Reconfigurable Application Mechanisms in Different Layers

L

=

System Failures

User/Tasks
Requirements

I

Reliability
Standard

Solar Condition
Predictor

[ Reconfigurable System }

Reliability Analysis

Reliability
Functions

Detected

Reliability
Functions w.r.t.
Standards

Reliability
Standards

User/Tasks
Requirements

Genaratel

SEU Rate

Requirement 1
SEURate  Configuration
Mode
<p1 Mode 1
€lu1,p2) Mode2
€[u2.p3) Mode3

Reliability Tables

Select
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Application with Core-level NMR

% Case study: Self-adaptive quad-core system

» De-stress (low power) mode

One or more cores operate, while others
are switched off

» Core-level fault tolerant mode
Dual Modular Redundancy (DMR)
Triple Modular Redundancy (TMR)
Quad Modular Redundancy (QMR)

» High performance mode

All cores operate in parallel, i.e. execute
different tasks

Framework outputs 0

Framework outputs 1

Frawework outputs 2
Framework outeuts 3

Core 0 outputs

OML

(Output Multiplexing Logic)
Programmable

QMR Voter

Core 1 outputs
Core 2 outputs

Core 3 outputs

APB
Bridge

Registers
&

Control Logic

Framework inputs 0

Framework inputs 1

Framework ineuts 2 N
Framework ineuts 3 N

3

Actions

_

G core 0
G core 1
G core 2

°
3 £
¥
G core 3
2 Lore 5

RO to core O
g

RO to core 1
>
RQ to core 2
——

RO to core 3
—————

Interrupt
Generation

yn core 0
yn core 1
yn core 2
yn core 3

Synchronous
Control

IML

(Input Multiplexing Logic)

Core 0 inputs
Core 1 inputs

Core 2 inputs

Core 3 ineuts |

ut
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Optimal Mode Selection with Core-level NMR

% Reliability functions of quad-core system:

Romr(t) = P x 6e~22ct(1 — 2e7Act 4 g=2Act) 4 4o=3Act —

Rde—stress(t) = Rhigh—performance(t) = €

Rpup(t) = e 24t

RTMR(t) = 39_21f"t - ZE—BJ.Ct

At

38—4lct

* Reliability standard: SiL level is based on the “Probability of dangerous failure per hour (PFH)”

SIL1:
SIL2:

SIL 3:
SIL 4 :

ya AVIGEIY

PFH € (105,109
PFH € (107%,1077)
PFH € (107,109
PFH € (1078,1079)

PFH=1— R, .40

107

107

10°

1077

PFH

107*
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Footer

M

4.\

| DMR Start
. )
i

back'?round condition: SEU, and SIL1
|}

TMR Start

QMR Start
SIL3

SIiL4

De-stress
DMR
TMR
QMR
= Self-adaptive Mode

Example: Require SIL 1 level
reliability.  Assume during
background condition, SEU, ,
the system can be guaranteed
to maintain at least SIL 1 level
of reliability.

10° 10 107 10°

SEUISEU,

10¢ 10°
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Results with Core-level NMR @

¢ During small and large SPEs for a 2G bit SRAM (background SEU, is around 40) :

= 120000 QMR

v PR SN WY Sy S U Sy p S — ——— -

800 T i

A TMR e
55
5 5
g 600 i lID 80000
= ¥ o |
3 3 ao0o 1
L 400 f { $ |
2 ‘ \ - b
ot - ~ - - S g -
a ' @ 40000

w
= 200 > ; =
1
if o De-stress | 7 "
o il
N
0 T T T T T T T T T /
2011-03-07 2011-03-08 2011-03-09 2011-03-10 2011-03-11 2011.03-12 2011-03-13 2011-03-14 2011.03-1! oT =

20140105 20140107  2014-01.09  2014-01-11  2014-01-13 20140015  2014-01-17

¢ For solar cycle 24, TMR is suitable for most SPEs. Only during the peak period
of the large SPEs, TMR could not meet the SIL 1 requirements.
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Analysis of Results

M Case study: all SPEs during Solar Cycle 23 with target SRAM-based SEU monitor

J/

» SPEs accounts for around 2.4% of the annual average time

%+ Self-adaptive mode switching: configuring the DVFS or Core-level NMR

X/

<10°% High-Performance
De-stress
10%~10° DVFS
10>~ 10* TMR
>10* QMR

*: merge of SEU rate under different solar conditions into a one-year average

8556

143
43
19

40000

35000

30000

25000

20000

15000

10000

5000

» Power consumption in a year is lower than individual DMR, TMR and QMR configurations

SER (upsets/(bit*day)) Operating Mode Duration Time/Year"
(hours)
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Outline

B[ Summary

.
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% An on-chip low-cost non-standalone SEU monitor for space applications has been presented

% An approach for predicting the in-flight SEU variation of the on-board SEU monitor system in
space applications is proposed

» A dedicated ultra-low cost hardware accelerator has been proposed

“ Application for self-adaptive multiprocessing systems:
» Optimal operating mode can be dynamically determined based on the SEU rates

» Realize the trade-off between reliability, performance and power consumption during run-time
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Thank you for your attention!

Junchao Chen
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